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Abstract

This article examines the current state of financial monitoring as a tool for combating and preventing money
laundering and corruption. The use of blockchain technology is becoming increasingly prevalent in the field of
financial monitoring for legal compliance. It offers a range of benefits, including improved accuracy,
transparency, and security in tracking financial transactions. However, its adoption also poses several
challenges, such as data privacy concerns, regulatory compliance, and the need for skilled personnel to operate
and maintain these systems. This article explores the opportunities and challenges of leveraging blockchain
technology to enhance legal compliance and financial monitoring. It also examines its key features and potential
applications in financial monitoring. With the increasing adoption of this technology, the financial monitoring
landscape is set to transform in the coming years, paving the way for a more efficient and effective way to combat
and prevent money laundering and corruption.
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1. Introduction

Reducing financial crime is crucial, and regulatory expectations are high (Crossman-Smith,
2020). Financial monitoring plays a pivotal role and is one of the crucial strategies to combat
such crime. One of such crime is money laundering, a significant problem globally, with
criminals using various techniques to conceal the origins of their illicit proceeds. Albanese
(2021) highlighted that money laundering is recognised as a type of “serious and organised
crime”, and its primary objective is always to escape detection by law authorities. It tends to
involve complex financial instruments and structures that require sophisticated technology to
carry out. Financial monitoring is critical in detecting and preventing money laundering by
identifying and reporting suspicious transactions to authorities.

This article explores the current state of financial monitoring as a tool for combating and
preventing money laundering and corruption, and the opportunities and challenges of
leveraging blockchain technology to enhance legal compliance and financial monitoring. It also
examines these technologies’ key features and potential applications in financial monitoring.

In terms of structure, Section 2 briefly delineates the common core and historical background
of money laundering, financial monitoring systems and a general understanding of blockchain
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technology. This section outlines existing problems with the financial monitoring system that
can make detecting and preventing money laundering and other financial crimes challenging.
Section 3 illustrates opportunities for leveraging blockchain technology to enhance financial
monitoring in legal compliance — (1) improved transparency and immutability; (2) ability to
automate controls and implement (online monitoring); (3) improved audibility; (4)
optimisation of the structure and responsibilities of control authorities (entities); (5) efficiency
gains; (6) public interactive reporting; (7) reduction of dependence on the “human factor” and,
therefore - reduction of corruption.

Section 4 outlines the main challenges in blockchain technology used for financial monitoring
— (1) regulatory uncertainty, immature mechanism, and little experience in using blockchain;
(2) restrictions on personal data and information disclosure constituting a commercial secret;
and sender signatures, which means that transaction flows can be traced. User information can
potentially be extracted through data mining, (3) scalability issues; (4) the existence of cyber
threats; (5) interoperability problems; (6) development and implementation costs. Section 5
illustrates what measures can be implemented to overcome the challenges of leveraging
blockchain technology for enhancing financial monitoring in legal compliance. Section 6
concludes.

2. Main Concepts and Historical Background

Historically, the term money laundering is believed to have first appeared in a legal context in
America, originating from the link between organised crime and laundromats (Thommandru
& Chakka, 2023). The modern concept of money laundering emerged in the mid-20th century
as organised crime syndicates became increasingly sophisticated in concealing the origins of
their illicit proceeds. In response, governments and law enforcement agencies began to develop
laws and regulations to combat money laundering activities. Money laundering is usually
associated with criminal activities that generate large amounts of illegal financial resources
(Gaspareniene et al., 2022).

The process of anti-money laundering involves identifying, tracking, and analysing financial
transactions to detect and disrupt criminal activity, mainly to prevent money laundering. This
typically includes monitoring vital financial metrics such as revenue, expenses, profits, and
cash flow and analysing financial statements and budgets. The financial monitoring process is,
thus, a critical tool for law enforcement agencies and financial institutions as it enables them
to identify and disrupt financial operations. At the European level, the fight against the illegal
movement of cash has been enhanced through monitoring and learning from the patterns of
past cases. For example, some years ago, the European Council recommended conducting a
“post-mortem” analysis of money laundering cases in EU banks. It was due to understand how
they came about and to help shape preventive measures (Deloitte, 2023a). The recommendation
by the European Council to conduct a “post-mortem” analysis of money laundering cases in
EU banks aimed to gain a deeper understanding of the root causes of such cases and to develop
effective measures to prevent such incidents from happening in the future. By analysing
previous money laundering cases in EU banks, authorities could identify common patterns and
vulnerabilities that allowed these illegal activities to occur. The post-mortem analysis involved
a thorough investigation of the processes and systems banks use to identify and prevent money
laundering, as well as the actions bank employees took when such activities were detected.
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This analysis also investigated the role of regulatory authorities in preventing and detecting
money laundering in the banking sector.

The findings from such an analysis informed the development of more effective preventive
measures, such as improved regulatory frameworks, enhanced due diligence processes, and
increased training and awareness for bank employees. Ultimately, this recommendation aimed
to create a safer and more secure financial system within the EU, with reduced risk of money
laundering and other financial crimes. The EU process described above, focused on developing
more effective preventive measures to create a safer and more secure financial system, is
related to leveraging blockchain technology to enhance financial monitoring in legal
compliance. This is because blockchain technology, known for its decentralised and transparent
nature, has the potential to improve financial monitoring and compliance efforts significantly.
Using blockchain technology, financial transactions can be recorded tamper-proof and
immutable. This can help prevent money laundering and other financial crimes by providing a
transparent and auditable trail of transactions. Regulators and law enforcement agencies can
have greater visibility into financial activities, enabling them to detect suspicious patterns and
identify potential risks more efficiently.

Reznik et al. (2023) explored the prevailing viewpoint among scientific community members
regarding the factors commonly associated with money laundering. Through an analysis of
diverse scientific opinions, the identified factors encompassed:
= economic factors associated with the shadow economy;
= political factors, specifically corrupt practices, which serve as a method for facilitating
money laundering;
= organisational and managerial factors
= legal factors characterised by deficiencies in anti-money laundering legislation.
= socio-moral factors connected to social conflicts, primarily including the erosion of
public trust in government authorities and administration (Reznik et al., 2023).

Money laundering is processing these criminal proceeds to disguise their illegal origin. This
process is of critical importance, as it enables the criminal to enjoy these profits without
jeopardising their source (Financial Act Task Force, FATF). At the same time, Schott (2006)
highlighted “money laundering” as a process by which an illegal source of assets obtained or
created by criminal activity is concealed to obscure the link between funds and the initial
criminal activity. Understanding that was proposed in previous research was that the most
appropriate to the following definition of the term “money laundering”. It was suggested to
define “money laundering” as the process of transforming illegally obtained income into legal,
i.e. legal income. The purpose of such a transformation is to conceal the original source of
“criminal proceeds” and eliminate their traces. It was emphasised that the term “money
laundering” also applied to such financial transactions that form a particular asset because of
“criminal acts” (in particular, corruption) (Reznik et al., 2023).

Anti-Money Laundering (AML) activities aim to prevent various crimes such as drug-related
crimes, terrorist crimes, smuggling crimes, corruption and bribery crimes, and crimes against
financial management. However, how money laundering is organised is diverse, and the
process is complex. The increasing internationalisation of financial flows also makes it difficult
to trace the whereabouts of funds. Money laundering poses a significant threat to the safety of
the international financial system once it occurs (Chang et al., 2020). The illegal incomes that
flow through a country’s financial system significantly affect its economic security and can
cause not only loss of financial stability of banks, insurers, etc., but also lead to an increase in
crime and terrorist attacks in the state (Kuzmenko et al., 2020).
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Several existing problems with the financial monitoring system can make it challenging to
detect and prevent money laundering and other financial crimes effectively. Some of these
problems include:

Complexity. It is generally outlined in the popular press that complexity is linked to a
lack of understandability (Freedman, 2014). So, the financial system is highly complex,
with multiple layers and entities involved in transactions. This complexity can make it
difficult to trace the source and movement of funds, which can be exploited by criminals
to hide illegal activities;

Lack of transparency in financial transactions. This is especially true in jurisdictions
with weak regulatory frameworks or lax enforcement. Wanjau et al. (2018) noted that
financial transparency entails fully disclosing financial information to reduce
information asymmetry between companies. The lack of transparency increases the
risks of financial crises, whereas improved transparency contributes to economic
development;

Inadequate regulatory frameworks. Generally, the framework should provide a clear
and trusted long-term foundation for effective regulation (Financial Services Future
Regulatory Framework Review, 2019). Some countries may have weaker or
inconsistent regulations, making it easier for criminals to exploit loopholes;

Insufficient resources. Thus, financial monitoring agencies may lack sufficient
resources, both in terms of personnel and technology, to effectively monitor and analyse
large volumes of financial data. Thus, Yehuda Shaffer (cited by Vedrenne, 2021)
outlined that “the number of employees is a key indicator” for the financial intelligence
units’ activity. As an example, the Financial Action Task Force (FATF) found that the
Financial intelligence unit of the UK suffers from a lack of available resources (both
human and IT) and analytical capability, which is a serious concern (Vedrenne, 2021);

Lack of international coordination between regulatory agencies and law enforcement
authorities, making it challenging to track and prevent financial crimes across borders.
The International Monetary Fund has become aware that problems in cooperation and
information exchange continue to constrain cross-border supervision (IMF, 2007).
Thus, as was mentioned at National Money Laundering Risk Assessment (US
Department of the Treasury, 2022), cross-body collaboration is crucial because uneven
and often inadequate regulation and supervision, coupled with a lack of compliance
enforcement for digital asset trading platforms and other service providers, allow
criminals to expose international financial system to risk from jurisdictions where
regulatory standards and enforcement are less robust;

Emerging technologies. New technologies, such as cryptocurrencies, can make it more
challenging to trace financial transactions, potentially allowing criminals to hide their
activities more effectively. Criminals adapt their strategies according to emerging
economic trends to turn a profit and avoid detection by law enforcement (Drescher,
2018). According to Gensier (2021), law enforcement agencies fear the industry will
serve to enable criminal activity, and financial regulators are concerned about the crypto
economy, which poses growing financial systemic risk as crypto assets, and derivative
products become embedded and disbursed through mainstream finance.

The list above outlines existing problems of the financial monitoring system, which should lead
to its restructuring to secure increasing efficiency and transparency and to the revision of the
conditions and procedures for its implementation.
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I explore that the modern IT sphere’s developments! must be implemented to avoid
falsifications, losses, corruption risks and money laundering as best as possible. Humanity is
on the threshold of the Industry 4.0 revolution, where advanced technologies such as artificial
intelligence, robotics, data analytics, or the Internet of Things can create breakthrough
applications (Siderska et al., 2023). Anti-money laundering (AML) laws and other data
protection laws that keep getting stricter have forced many financial institutions to implement
long, expensive processes to stay compliant. To bridge the gap in the existing financial
monitoring system that can make it challenging to detect and prevent money laundering and
other financial crimes effectively, emerging technology can help mitigate money laundering
and other financial crimes. Thommandru & Chakka (2023) highlight blockchain as one of the
world’s best-known examples of Distributed Ledger Technology (it represents an innovative
and rapidly advancing method of recording and exchanging data across multiple data stores or
ledgers. This technology enables the recording, sharing, and synchronising of transactions and
data among various participants on a distributed network (Krause et al., 2017), which can
become the key to future success in the financial sector. They also noted that blockchain
technology could be used in many ways and change processes. So, blockchain can be
understood as a distributed ledger in which a copy of the ledger is kept on each connected
computer (Javaid et al., 2022). Chang et al. (2020) outlined that blockchain originally meant
blocks of cryptocurrencies linked by chains. 1 am sure that implementing blockchain
technology can become the technological factor that will transform the financial monitoring
system into a new dimension of automatic monitoring, end-to-end search, and the accumulation
of information.

Blockchain and distributed ledger technologies are now being used in various ways, with some
publications proposing a blockchain-based identity and authentication architecture (World
Bank, 2018). Nevertheless, the core ideas behind it emerged in the late 1980s and early 1990s
(Yagaetal., 2018).

As to the definition of the given notion of “blockchain”, there is no unified one, leading to
many conflicting definitions. “Blockchain” is an append-only ledger, a sequential database
maintained by a decentralised network of users responsible for agreeing upon additions to the
chain and secured through cryptography (COSO, 2023). Also, it is understandable as a
distributed ledger technology that refers to a system where transactions recorded within a
specific database are shared, synchronised, and approved across a network. A blockchain is a
shared ledger of transactions between parties in a network, not controlled by a single central
authority (OECD, 2018). Consensus using cryptographic algorithms verifies the authenticity
and accuracy of transactions (Deloitte, 2023b). As Ozili (2019) mentioned, nowadays, the most
common use of blockchain is for trading in cryptocurrency, that is, buying and selling
cryptocurrency such as bitcoins. Blockchain technology offers “a secure, transparent, fast, and
affordable digital solution to many government problems” (Rooney et al., 2017).

The decentralised form of the blockchain reduces the volume of control procedures in
confirming the authenticity of the information because system participants have equal rights
and conditions of access to information. Success requires close interaction with other emerging
technologies, regulators, officials, and stakeholders.

L E.g. Artificial Intelligence, Internet of Things, Blockchain, Cloud Computing, Quantum Computing and others
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Blockchain, combined with other IT technologies, has significant transformative potential
despite its shortcomings (Smith, 2020; Hashem et al., 2023).2 ® First, external threats are caused
by the lack of a legal basis for decentralised register technology. However, the ability to meet
global transparency trends, improve the image and ensure public support and trust in regulatory
authorities requires searching for the most appropriate configuration of blockchain
implementation in the state's financial monitoring system. Thus, the success factors and results
of financial monitoring, transparency and openness can be significantly increased thanks to the
introduction of blockchain.

As for money laundering, several technologies have been developed in combination with
various methods to detect counterfeit currency, money laundering and credit card evasion.
According to the money laundering process, bankers, lawyers, accountants, and other
professionals participate in a three-step process, which often takes advantage of the laws of the
“spouse” countries. Law enforcement agencies’ investigation of virtual assets, such as
cryptocurrencies, is complex due to differences in regulatory requirements between states
regarding the cross-border search for digital information (Thommandru & Chakka, 2023).

Lewis et al. (2017) noted that blockchain technology is increasingly being applied to meet Anti-
Money Laundering (AML) and Know Your Customer (KYC) requirements in financial
applications. This is because the information is open and pseudonymous to all public
blockchain systems, while private systems have limitations on who can participate. However,
it is essential to note that every technology can be used for good or evil, and the ethical use of
blockchain technology ultimately depends on the intentions and actions of its users.

The global financial system provides services to billions of people daily while managing
trillions of cash (Javaid et al., 2022). The finance sector has been grappling with several
challenges for a considerable period in its pursuit of achieving these ambitious goals (Tian et
al., 2020). These issues include the expenditure of numerous stakeholders, delays, extra
paperwork, and data breaches, resulting in enormous losses the business endures yearly. The
problems facing the global financial system may be resolved by blockchain technology
(QingQiu et al., 2021).

The use of blockchain technology has made significant progress in the fight against Anti-
Money Laundering by enabling the effective identification of suspicious transactions. This is
achieved by tracking customer transactions and activities in real time, providing financial
institutions with a more accurate and up-to-date understanding of their customer's financial
behaviour. As Javaid et al. (2022) highlighted, blockchain is one of the best technologies for
any sector that benefits from the speedy movement of verifiable, fraud-free information and
transactions due to its peer-to-peer network and anti-tampering features With this enhanced
visibility, financial institutions can more quickly and accurately identify suspicious
transactions and take appropriate action to prevent money laundering (Lai, 2018).

2 E.g. double-spending; 51% attack; large amount of energy and because of it — blockchain can be costly; high
developments costs.
3 E.g. unauthorised access and threats to confidentiality

139



European Journal of Interdisciplinary Studies
Vol. 15 Issue 2

3. Opportunities of Leveraging Blockchain Technology for
Enhancing Financial Monitoring in Legal Compliance

Friedman & Ormiston (2022) highlighted that blockchain's four main attributes can be viewed
as security, transparency, efficiency and decentralisation. One area where blockchain
technology can significantly impact is in enhancing financial monitoring and legal compliance.
Legal compliance refers to ensuring financial institutions comply with regulatory frameworks,
such as anti-money laundering (AML) and know-your-customer (KYC) regulations.
Blockchain technology can improve financial monitoring and legal compliance by providing a
secure and transparent record of financial transactions that authorised parties can access. By
using blockchain technology, financial institutions can improve their ability to detect and
prevent financial crimes, reduce the risk of fraud, and ensure regulatory compliance.

Current trends in digital development, big-data implementation, blockchain technologies, the
introduction of innovative technologies require improvement of existing methods to assess the
money laundering risk of financial institutions and to develop fundamentally new approaches
(Lyeonov et al., 2020).

According to those mentioned above, | propose to outline the following opportunities for using
blockchain technology to enhance financial monitoring:

(1) Improved transparency and immutability. Without blockchain, each organisation has to
keep a separate database (IBM, n.d.). By its definition, blockchain is unable to forget since
tampering with transactional data stored in it has been identified as nearly impossible (Finck,
2018). Blockchain technology provides a transparent and immutable record of transactions.
This transparency and immutability make it difficult for bad actors (Cambridge Dictionary)* to
manipulate transactions, making it easier for financial institutions to comply with legal
regulations. Members can view the entire transaction history when all transactions are
immutably recorded and are time- and date-stamped. It virtually eliminates any opportunity for
fraud (IBM, n.d.).

Blockchains, by definition, are unable to be forgotten since tampering with transactional data
stored in blockchains has been identified as nearly impossible.

As to the immutability, once data is recorded on the blockchain, it becomes nearly impossible
to alter or manipulate. According to those mentioned earlier, it ensures the integrity of data,
ensuring it remains unchanged and tamper-proof (Artasanchez, 2023).

(2) Ability to automate controls and implement online monitoring. Blockchain technology
enables the development of smart contracts, self-executing contracts with the terms of the
agreement between buyer and seller being directly written into lines of code. Smart contracts
can automate the execution of business processes and reduce the need for manual intervention,
increasing efficiency and reducing the risk of human error.

By leveraging smart contracts and blockchain technology, financial institutions can automate
controls and implement online monitoring, reducing the need for manual monitoring and
intervention. This can lead to significant cost savings and improve the accuracy and timeliness
of financial monitoring. Automation substitutes technology for manual labour while enabling
real-time or near real-time reporting via dashboards (Deloitte, 2022). Although automation can
dramatically reduce costs, not every control should be automated. For example, a smart

4 A person or organisation responsible for actions that are harmful, illegal, or morally wrong.
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contract could be developed to automatically monitor transactions for suspicious activity and
alert financial institutions of potential money laundering or fraud. The smart contract could
also automatically freeze assets or block transactions in the event of suspicious activity,
reducing the risk of financial crimes and increasing the speed and efficiency of response.
Furthermore, blockchain technology enables real-time monitoring of transactions, allowing
financial institutions to detect and respond to suspicious activity in real-time. This can
significantly reduce the risk of financial crimes and improve the accuracy and timeliness of
financial monitoring.

(3) Improved auditability. In general, auditability is the ability of an auditor to achieve accurate
results in the examination of a company’s reporting (Liberto, 2021). The transparent and
immutable nature of blockchain technology makes it easier to audit transactions. Auditing is
an essential aspect of legal compliance, and blockchain technology can help financial
institutions improve their audit capabilities. This is because one of the three layers of
blockchain is the storing of permanent, auditable and unchangeable digital records which
provides data security (Friedman & Ormiston, 2022).

(4) Optimisation of the structure and responsibilities of control authorities (entities). With
blockchain technology, the distribution of transaction records across a decentralised network
makes it easier for regulators and auditors to monitor financial transactions and identify
potential financial crimes. Thus, blockchain technology enables real-time data sharing while
reducing points of weakness (Pratt, 2021). The use of blockchain technology can enable the
creation of a more effective and efficient regulatory framework by improving the transparency
and traceability of financial transactions.

By implementing blockchain technology, regulators and auditors can access a single, secure,
and tamper-proof source of information that can be used to monitor financial transactions and
detect potential money laundering or fraud. Blockchain technology can automate regulatory
processes, reducing the need for manual intervention, and thus increasing efficiency. This can
lead to a more streamlined regulatory framework, which helps reduce compliance costs for
financial institutions while maintaining the integrity of the financial system. Additionally,
blockchain technology can create decentralised regulatory bodies that can operate
independently without a centralised authority. This can reduce the risk of corruption and
improve the effectiveness of regulatory bodies.

(5) Efficiency gains. Blockchain technology can automate compliance processes, reducing the
need for manual intervention. Automation in regulation and compliance can lead to significant
efficiency gains, reducing the time and cost associated (Open Access Government, 2018).
Blockchain technology also vastly improves the speed and quality of the regulatory review
process since there would no longer be a need for reconciliation (Akmeemana, 2017).

(6) Public interactive reporting. With blockchain technology, financial institutions can provide
real-time, transparent, and secure access to financial information, including transactions and
balances, to regulators, auditors, and the public. Blockchain technology enables the creation of
a decentralised, transparent, and immutable ledger that anyone with the necessary permissions
can access. This can lead to greater transparency in financial reporting and help to build trust
between financial institutions and their stakeholders.

By leveraging blockchain technology, financial institutions can provide interactive reporting
capabilities that allow stakeholders to drill down into financial data and perform data analytics
in real-time. This can enable stakeholders to identify potential financial crimes, such as money
laundering or fraud, more quickly and promptly.
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Furthermore, blockchain technology can enable financial institutions to provide secure and
tamper-proof reporting, reducing the risk of data breaches and cyberattacks. This can lead to
greater confidence in the accuracy and integrity of financial reporting. In addition, interactive
public reporting can help increase the effectiveness of financial monitoring by providing
greater detail and transparency than traditional reporting methods. This can lead to improved
regulatory compliance and greater accountability for financial institutions.

(7) Reduction of dependence on the “human factor” and, therefore - reduction of corruption.
Traditional financial systems rely highly on human judgement and decision-making, which can
increase the risk of corruption and fraud. However, with blockchain technology, financial
transactions are recorded and verified automatically by the network, eliminating the need for
human intervention. This can help reduce the risk of errors and fraud and increase the efficiency
and speed of financial transactions.

Furthermore, blockchain technology can enable the creation of smart contracts, self-executing
contracts with the terms of the agreement between buyer and seller being directly written into
lines of code. Smart contracts can help reduce the need for intermediaries, such as lawyers and
notaries, reducing the risk of corruption and fraud.

Moreover, blockchain technology can provide a more transparent and auditable system for
financial transactions, reducing the opportunities for corrupt practices. The decentralised nature
of the blockchain means that transactions are recorded on multiple nodes and are available for
public verification, making it difficult for anyone to manipulate the system without being
detected.

Most compelling is blockchain’s potential for transformative analytic capabilities. One of the
beneficial outcomes of blockchain is easy access to structured data, which can then be used to
generate advanced analytics and accelerate machine learning. This will enable tools to get
smarter and drive us further and faster toward more continuous auditing and assurance
(Deloitte, 2023b).

Integrating IT development with the legal and organisational principles, basic principles and
procedures for financial monitoring, and its entities’ powers allows to decentralise of the
financial monitoring system. It increases its transparency, safety, and efficiency. The symbiosis
of cryptography and computerisation, the use of mathematical calculation algorithms, and the
exclusion of humans and the human factor in decision-making by the system provide
considerable advantages to blockchain technology.

4. Main Challenges of Leveraging Blockchain Technology for
Enhancing Financial Monitoring in Legal Compliance

Blockchain technology has the potential to transform the financial industry by enhancing
transparency, security, and efficiency. The decentralised, immutable ledger that underpins
blockchain technology can provide a tamper-proof record of financial transactions, making it
ideal for use cases such as supply chain management, trade finance, and digital identity
verification. Blockchain technology can improve financial monitoring and legal compliance by
providing a secure and transparent record of financial transactions that can be accessed by
authorised parties. By using blockchain technology, financial institutions can improve their
ability to detect and prevent financial crimes, reduce the risk of fraud, and ensure regulatory
compliance. At the same time, blockchain technology has not yet attained the highest level of
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interoperability in the financial sector owing to energy consumption, privacy ethics, user trust,
laws and regulations, compliance rules/protocols, supervision, and network integration
(Weerawarna et al., 2023).

While blockchain technology has the potential to enhance financial monitoring and legal
compliance, several challenges need to be addressed.

(1) Regulatory uncertainty, immature mechanism, and little experience in using blockchain. It
is relatively new, and regulatory bodies are still grappling with how to regulate it. And at the
same time, the lack of adequate regulation creates a risky environment (Singh, 2020).
Regulatory uncertainty is “an individual’s perceived inability to predict the future state of the
regulatory environment” (Hoffmann et al., 2009).

Countries have different approaches to regulating blockchain, with some countries banning
cryptocurrencies altogether. Yeoh (2017) stated that the lack of rules and regulations for
compliance and the absence of strategic governance enforcement are the reasons for losing
trust in blockchain technology. This regulatory uncertainty makes it difficult for financial
institutions to leverage blockchain technology to enhance financial monitoring in legal
compliance.

(2) Restrictions on personal data and information disclosure constituting a commercial secret.
Blockchain technology relies on the transparency and immutability of its ledger, which means
that all transactions are recorded and shared across the network. To prevent double-spending
and establish ownership, transparency is necessary.

However, users also require privacy (Drescher, 2018). Though, financial institutions and other
businesses have legal and ethical obligations to protect the privacy and confidentiality of their
customer’s personal data. Feng et al. (2019) outlined that blockchain transactions typically
include participants’ addresses, transaction values, timestamps, and sender signatures, which
means that transaction flows can be traced. User information can potentially be extracted
through data mining.

In many jurisdictions, some strict laws and regulations govern personal data collection, use,
and disclosure, such as the General Data Protection Regulation (2018) in the European Union
and the Health Insurance Portability and Accountability Act (HIPAA) (2004) in the United
States. These laws require businesses to obtain the consent of individuals before collecting and
using their data, and to implement appropriate security measures to protect against
unauthorised access, use, and disclosure of personal data.

Similarly, businesses may have information that constitutes a commercial secret, such as trade
secrets, business processes, and confidential financial information. These types of information
are critical to businesses’ success and competitive advantage and must be protected against
unauthorised disclosure. Therefore, the challenge in leveraging blockchain technology for
enhancing financial monitoring is to find ways to balance the transparency and immutability
of the blockchain ledger with the need to protect the privacy and confidentiality of personal
data and commercial secrets. One possible solution is to use cryptographic techniques to
encrypt personal data and commercial secrets before storing them on the blockchain, ensuring
that only authorised parties with the decryption keys can access the information.

(3) Scalability issues. Blockchain technology, particularly public blockchains, faces scalability
issues. The blockchain becomes voluminous with the increasing number of transactions (Zheng
et al., 2018). Blockchain scalability is the ability for participants in a blockchain network to
process and store a large number of transactions. The speed of transaction throughput is often
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measured in transactions per second (TPS) and the size of a blockchain is measured in bytes of
storage required (Golden, n.d.).

Public blockchains, such as Bitcoin, have limited transaction throughput. This makes it difficult
for financial institutions to scale their blockchain solutions to meet transaction volume
requirements. Despite all its success and strength, scalability is the major challenge that hinders
the full adoption of blockchain in some areas (Singh et al., 2020).

(4) The existence of cyber threats. Blockchain technology is designed to be secure and tamper-
proof but is not immune to cyber threats. Cybercriminals can exploit vulnerabilities in the
blockchain network and smart contracts to steal funds, launch denial-of-service attacks, or
corrupt the blockchain ledger. One of the most significant cyber threats to blockchain
technology is the 51% attack (Aponte-Novoa et al., 2021), where an attacker gains control of
more than half of the computing power in a blockchain network, allowing them to modify
transaction records and potentially steal funds. Other cyber threats include phishing attacks
(Banu & Banu, 2013°; Zafar, 2020) malware attacks, and social engineering attacks that exploit
the human element of blockchain transactions.

(5) Interoperability problems. Different blockchains are built using various technologies and
protocols, making it difficult for them to communicate with each other. This interoperability
problem limits financial institutions' ability to leverage blockchain technology fully.

Therefore, the challenge in leveraging blockchain technology for enhancing financial
monitoring is to develop robust security measures to protect against cyber threats. These
security measures include implementing multi-factor authentication, regularly auditing the
blockchain network for vulnerabilities, and developing contingency plans for responding to
cyber-attacks. Another potential solution is to use blockchain technology to enhance existing
cybersecurity measures, such as by providing a decentralised, tamper-proof record of
cybersecurity events and threat intelligence sharing between financial institutions.

(6) Development and implementation costs. Blockchain technology requires significant
resources, including specialised skills, hardware, and software. Moreover, the costs associated
with developing and implementing blockchain technology are often higher than those of
traditional IT solutions. Therefore, the challenge in leveraging blockchain technology for
enhancing financial monitoring is finding ways to manage development and implementation
costs effectively. Financial institutions may consider using third-party blockchain solutions,
such as blockchain-as-a-service (BaaS) providers, to reduce the cost and complexity of
developing and implementing blockchain technology.

Feldman (2019) summarised different categories of indicators, which are the biggest barriers
to adopting blockchain technology globally. They are 27% regulatory uncertainty, 25% lack of
trust among users, 21% ability to bring networks together, 11% separate blockchain not
working together, 6% inability to scale, 6% concerns of intellectual property, and 4% concerns
of audit and compliance.

Addressing these challenges will require a collaborative effort between regulators, financial
institutions, and technology providers. It will be essential to develop clear regulatory
frameworks, ensure data privacy and security, improve scalability and interoperability, and
promote adoption and standardisation across the industry.

® The hacker’s goal in a very phishing attack is to steal the user’s credentials. they'll send legitimate-looking emails
to the owner of the wallet key
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5. How to Overcome Main Challenges and Implement Blockchain
Technology Effectively

Implementing blockchain technology effectively can be a complex task due to various
challenges. However, with careful planning and consideration of these challenges, chances of
success can be increased. Here are some critical steps that I outline as ways to overcome the
main challenges and implement blockchain technology effectively:

(1) Understand the technology. All financial monitoring entities must begin by thoroughly
understanding the fundamentals of blockchain technology: how it works, its benefits, and its
limitations. This knowledge will help make informed decisions during the implementation
process. Often, the most significant threats and “weakest links”, when it comes to online
security and data protection in the workplace, come from human error (Marcroft, 2019). All
entities engaged to the process of financial monitoring have to invest in training and education
programs to enhance team’s understanding of blockchain technology (e.g., organising
workshops, seminars, or online courses to familiarise with the concepts, terminology, and
potential use cases of blockchain). Provide training and partner with blockchain experts to
demystify the technology and ensure a smooth implementation process (Palma, 2023). All
entities engaged in the financial monitoring process must invest in training and education
programs to enhance the team’s understanding of blockchain technology (e.g., organising
workshops, seminars, or online courses to familiarise themselves with blockchain concepts,
terminology, and potential use cases). Provide training and partner with blockchain experts to
demystify the technology and ensure a smooth implementation. Entities should be familiarised
with the relevant laws and regulations governing data privacy, protection, and commercial
secrets in a jurisdiction and identify the specific requirements and restrictions related to
disclosing personal data and commercial secrets.

(2) Define clear objectives. All objectives of using blockchain technology have to be clearly
defined. This will help to stay focused and measure success accurately. | absolutely agree with
the position of Marcroft (2019), that it shouldn’t only be the IT team’s responsibility to ensure
all systems and applications across the entity are functioning securely. Board-level executives
should be attending any discussion around implementing proactive prevention of cyber security
vulnerabilities and treating them as a top business priority. It also helps ensure that resources
are allocated efficiently. As if the entity clearly defines the goals and requirements of the
blockchain technology, this will help prioritise features and functionalities.

(3) Address scalability and performance. As | noted, blockchain networks can face challenges
related to scalability and performance, especially in public blockchains. In such cases, different
blockchain platforms and consensus mechanisms must be analysed to determine which suits
the needs best. Private or consortium blockchains may be more suitable for specific use cases
that require faster transaction processing.

(4) Research and stay updated. Stay informed about the regulatory landscape surrounding
blockchain technology in the jurisdiction. Monitor any proposed or existing regulations that
may impact your implementation. Engage with industry associations, legal experts, and
regulatory bodies for clarity and guidance. For example, an industrial engineer in DHL Supply
Chain, Viraj Lele, highlighted that entities should stay informed about evolving regulations
and engage with regulatory authorities to contribute to developing favourable frameworks. At
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the same time, collaborating with industry peers and joining consortia or industry associations
can help establish common standards and best practices (Lele, 2023).

(5) Consult legal experts. Entities should work closely with legal experts specialising in
blockchain and understanding the regulatory nuances. They can help to navigate the legal
requirements and ensure compliance with applicable laws.

(6) Choose the right blockchain platform. This decision is essential for overcoming scalability
issues by selecting a blockchain platform that offers scalability solutions or is specifically
designed to handle large-scale transactions.

(7) Shard or partition the blockchain. Consider implementing sharding or partitioning
techniques to divide the blockchain network into smaller subsets or shards. Sharding is a
partitioning technique used to distribute the computational and storage effort across a peer-to-
peer (P2P) network so that each node isn't tasked with handling the transactional load for the
whole network. Instead, each node only keeps data about its division or shard (Fuentes, 2022).
In such cases, this allows parallel processing of transactions and improves scalability. Each
shard can process its transactions independently, increasing the network’s throughput.

(8) Continuous optimisation and upgrades. Ongoing optimisation is an iterative process where
we implement a set of simple, high-impact cost-reduction methods across all applications and
then measure and report the cost savings results (Burns, 2018). Entities should monitor the
performance of blockchain networks and regularly implement optimisations and upgrades. So,
to overcome the challenge, entities should stay updated with the latest advancements in
blockchain technology and implement new features or improvements that enhance scalability.

(9) Implement robust security measures. One possible solution to overcome the challenge of
cyber threats is to implement robust security measures. For example, entities can employ robust
encryption techniques to protect sensitive data at rest and in transit. Encryption helps ensure
that data remains secure even if it is intercepted. Generally, encryption is a formula to turn data
into a secret code. Each algorithm uses a string of bits known as a “key” to perform the
calculations (Latronix, n.d.). Also, | found right position according to the strong security
measures from the Greetly (2021). In the given article using the proper equipment was named
as one of such tools. Investing in stronger firewalls and other equipment or software that
encrypts the company’s data is vitally important in securing its assets. The major ways through
which fraudsters can gain access to the company assets’ either by telecommunication
applications, should be sealed to ensure that no one gets the information (Greetly, 2021). So,
entities should keep all software, including the blockchain platform and associated
applications, up to date with the latest security patches to address known vulnerabilities. To
prevent cyber threats, the entities should deploy firewalls and intrusion detection systems to
monitor network traffic and detect potential hazards or unauthorized access attempts. It also
means that it is essential to implement secure basic management practices® (Saha, 2022) to
protect cryptographic keys used in blockchain transactions and use hardware wallets or trusted
robust management solutions to securely store and manage private keys.

(10) Perform regular security audits and assessments to identify vulnerabilities and
weaknesses in blockchain infrastructure. Penetration testing, code reviews, and vulnerability
scans can help uncover potential security gaps. Security audit helps to protect the activity of
the entity from cyber-attacks, data breaches, and other security threats; it ensures that
blockchain technology is operating efficiently (Twintech Solutions, n.d.).

5 E.g., follow key generation best practices, use key expiration, use key revocation, centralise user rolesd and
access, use key-encrypting keys and others.
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(11) Establish incident response plans. The entity should develop and document a
comprehensive incident response plan that outlines the steps to be taken in the event of a cyber-
attack or security breach. This plan should include communication protocols, roles and
responsibilities, and procedures for containing and mitigating the impact of an incident. At the
same time, testing and updating the incident response plan regularly is strongly recommended
to ensure its effectiveness.

(12) Continuously monitor and respond to threats. It is also necessary to deploy real-time
monitoring tools and technologies to promptly detect and respond to potential cyber threats.
The entities should use intrusion detection and prevention systems, security information, and
event management (SIEM) solutions to monitor network activity and identify anomalous
behaviour.

6. Conclusion

In conclusion, leveraging blockchain technology for enhancing financial monitoring and legal
compliance offers several opportunities for the financial industry, including enhanced
transparency, improved security, streamlined processes, reduced costs, and improved data
quality. However, several challenges need to be addressed to fully leverage blockchain
technology for these purposes. These challenges include regulatory frameworks, data privacy,
scalability, interoperability, and adoption.

Addressing these challenges will require a collaborative effort between regulators, financial
institutions, and technology providers to ensure that blockchain technology is deployed in a
safe and effective manner. By overcoming these challenges and leveraging the opportunities
provided by blockchain technology, financial institutions can improve their ability to detect
and prevent financial crimes, ensure regulatory compliance, and improve customer trust and
confidence. Overall, the benefits of leveraging blockchain technology for financial monitoring
and legal compliance are significant, and the financial industry should continue to explore the
potential of this technology.
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